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Probably not –

but are we thinking about 
anonymisation in a sensible way?
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Anonymisation

Jane is a 39 year old female, suffering 
from diabetes, who presented herself for 
treatment on 24th May.

A 39 year old female, suffering from 
diabetes, presented herself for treatment 
on 24th May.
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In Law

•US, ‘personally identifiable information’ (PII)

•The European Union’s (EU) data protection 
regime incorporates a category of ‘personal 
data’, 

defined as data from which the subject of the 
data is identifiable, either on its own or in 
tandem with auxiliary pieces of data
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Importance of anonymous data

•The principles of data protection should 
therefore not apply to anonymous 
information, namely information which 
does not relate to an identified or 
identifiable natural person or to 
personal data rendered anonymous in 
such a manner that the data subject is 
not or no longer identifiable



‘Broken Promises’

•The value of anonymisation as a concept 
and a practical process has been 
questioned in recent years 

•Ohm 2010, Rubinstein and Hartzog
2016, Narayanan and Shmatikov 2010

6



Simple model of anonymisation
is somewhat unrealistic

•2006, AOL released the search histories 
of 650,000 users

•Users were pseudonymised by replacing 
user names with numbers

•The New York Times investigated the 
data to discover the identities of some 
of the subjects, and one such person 
agreed for her identity to be published 
in a story
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“A Face is Exposed for AOL 
searcher No. 4417749”

•“numb fingers” “60 single men” 
“dog that urinates on everything”

•“landscapers in Lilburn, Ga” 
“homes sold in shadow lake 
subdivision gwinnett county 
Georgia”

•Thelma Arnold, a 62-year old 
widow Lilburn, Ga.

8Source: New York Times, 2006 Aug 9th
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Information available to the 
adversary

•Ohm asserts, ‘data can be useful or perfectly 
anonymous but not both’ (Ohm 2010, 1704)

•If Ohm’s claim that data are either useful or 
anonymous but not both were true, then it 
would seem that sharing data to extract their 
potential value requires a reckless attitude to 
risk.
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Where does this leave us?

• formal anonymisation - clear the 
original data of direct identifiers -
inadequate

• absolute anonymization – likely to 
render a whole class of research 
impossible

• Is there another option?
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Where to go from here?

•focus on the empirically plausible 
rather than the logically possible ones. 

•required of us by law: ‘To determine 
whether a natural person is identifiable, 
account should be taken of all the 
means reasonably likely to be used’ 
(GDPR Recital 26).
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Functional anonymisation

• Other data

• Data users

• Governance processes

• Infrastructure
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Hazard         vs           Risk



Fundamental issue

• A trade-off to be made

• between the social (or commercial) value 
of sharing data, 

• and some risk of identifying people, even 
if that trade-off has consequences for 
personal privacy

•Publically acceptable
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Functional anonymisation

• Other data

• Data users

• Governance processes

• Infrastructure
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The risk of re-identification is a 
function of several components
• The motivation of an adversary wishing to attack anonymised data in order 

to re-identify somebody within it (this will affect what happens and how).

• The potential consequences of disclosure (which will affect the motivations 
of an individual to attempt a re-identification, and the cost-benefit analysis 
of the data controller).

• How a disclosure might happen without malicious intent (the issue of 
spontaneous identification). 

• The governance structures, data security and other infrastructural properties 
surrounding the release/sharing of the data (this will affect the risk).

• The auxiliary data/knowledge that could be linked to the data in question 
(without which disclosure or identification is impossible). 

• Divergence between the data in question and the other data/knowledge 
(even if they overlap in content, there may be differences and lack of fit due 
to alternative semantic encoding, error, quality, differences in measurement, 
differences in calculation, and so on).
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Two “man” rule 



Whether data are anonymous or not (and 
therefore personal or not) is a function of 
the relationship between those data and 
their environment.
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Black and white 
guarantee

Risk minimisation 
balanced against 
benefit



Motivation

• Linked research administrative/ big data 
for public benefit research

•Where consent is disproportionately 
difficult to attain



Producing regulated spaces of 
research

•Production of a ‘regulated space’ - Space in 
which the data exists, is:

•(firstly) only accessible to individuals who are 
felt to be very unlikely, due to character, 
professional position and training, to attempt 
to gain this information 

•(secondly) allows an ‘unequal gaze’ to exist, 
where there is the constant possibility of 
observation
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‘unequal gaze’ - Panoptican
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Safe settings, shaping behaviour 
and producing regulated spaces
• Controlled access (ie it is not in a public space) to the space 

housing the work space.

• Methods for controlling who has access to or is in the work 
space.

• Methods for monitoring behaviour in the workspace – the 
‘gaze’ of the research centre.

• That the remotely executed work is only visible to those in 
the work space.

• Strong environmental ‘cues’ that encourage safe behaviour.

• A built structure that needs to resist a deliberate but not a 
determined malicious intruder (eg an intruder using 
considerable force or tools). 
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CCTV camera monitors and records activity remotely.  
Alerts are sent on motion activation.

CCTV camera View from camera



Conclusions

• Focusing on only the data - absolute 
anonymity is probably impossible

• Focusing on empirically plausible threats

• Allows  - functional anonymisation

• A workable and robust response?
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Dave the mind reader

dave
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https://youtu.be/voOUI6BgR4g





